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Abstract

Brain-computer interfaces (BCIs) represent a direct communication link between the brain and an external device.
By using the measured brain signals for communication, BCIs allow for non-verbal communication between a user
and a device. In the last decade, BCIs have mostly been used in medical applications, typically to assist, augment
or repair human cognitive or sensory-motor activities. In the recent years, however, BCIs have gained popularity
in the gaming and entertainment industry. In this paper, we focus on privacy issues and legal implications arising from
the use of BCI devices in medical, as well as in gaming, entertainment and marketing applications. Based on
the observation that BCI devices provide an access to our unique brain wave patterns, which allow others to make
inferences about our memory, intentions, conscious and unconscious interests, as well as about our emotional reactions,
we conjecture the impact of exploiting, or even mishandling BCI devices will be severe and far-reaching. We thus
believe that privacy issues arising from the use of BCI devices deserve immediate attention. The goal of this
paper is to start the discussion about possible engineering and legal steps that can be made to prevent these emerging
issues.

Introduction
Brain-computer interfaces (BCIs), also known as brain-machine interfaces, represent a direct communication link
between the brain and an external device, such as a computer or a smart phone. By using the measured brain signals
for communication, BCIs allow for non-verbal communication between a user and a device. In the last decades, BCIs
have mostly been used in medical research, to assist, augment or repair human cognitive or sensory-motor capabilities.
In the recent years, however, BCIs have gained popularity in f ction, gaming and the entertainment industry. There
currently exist several low-cost consumer BCI devices, including Emotive System [1], NeuroSky [2] and Neural
Impulse Actuator [3].

In this paper, motivated by the recent work of Martinovic et al. [11], we focus on privacy issues and legal implica-
tions arising from the use of BCI devices in medical, gaming, entertainment and marketing applications. BCI devices
measure and record signals generated by neural activity. Since neurons in the brain are connected, these signals contain
the wealth of information from different parts of the brain. With suff cient computational power and tools, in the era
of Big Data, this extra information can allow others to make inferences about our memory, intentions, conscious and
unconscious interests, as well as about our emotional reactions. The impact of exploiting or mishandling BCI devices
is diff cult to estimate. It may be severe. Thus privacy issues arising form the use of BCI devices deserve immediate
attention.

We give a brief overview of BCIs and recent results. We then present possible privacy threats arising from an
unauthorized or malicious use of BCI devices. The goal of this paper is to start the discussion about possible engineer-
ing and legal steps that can be made to prevent these issues. We discuss a possible approach and present some of the
challenges in implementing it.
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Current BCI Systems and Their Applications
BCIs can be divided into three groups: (i) invasive, (ii) partially invasive, and (iii) non-invasive devices. Invasive BCIs
are directly implanted into the brain during a surgery. These devices enable the highest quality measurements of brain
signals. Partially invasive BCIs are implanted inside the skull, typically on top of the brain. They provide signals of
lower noise and higher selectivity than non-invasive BCIs, which involve users wearing externally mounted electrodes.

Most non-invasive BCI devices are based on electroencephalography (EEG), a method of directly measuring elec-
trical potentials produced by neural synaptic activities. While known to be susceptible to noise and signal distortion,
EEG signals are easily measurable and they have good temporal resolution. EEG-based BCIs are also relatively low
cost and low risk, which makes them the most often used BCI devices [13].

The Event-Related Potential (ERP) is one of important neurophysiological phenomena measured by EEG. ERP is
def ned as a brain response to a direct cognitive, sensory or motor stimulus [9], and it is typically observed as a pattern
of signal changes after the external stimulus. ERP waveforms consist of several positive and negative voltage peaks,
related to the set of underlying components. A sum of these components is caused by the “higher” brain processes,
involving memory, attention or expectation. The more prominent components are called N100, P300, N400, P600,
and ERN (error-related negativity). These components are thought to ref ect the following [9]: N100 - a reaction to
any unpredictable stimulus; P300 - processes involving stimulus evaluation or categorization; N400 - a reaction to a
meaningful or potentially meaningful stimulus, including words, pictures, sounds, smells or faces; P600 - a reaction
to hearing or reading a grammatical error, or other syntactic anomaly; ERN - processes occurring after an error is
committed in multiple-choice tasks, even if a person is not explicitly aware of the error.

In recent years, many investigators have shown how different ERP components can be used to infer things about
an individual’s’ personality, memory and preferences. For example, the P300 component was used to recognize the
subject’s name in a random sequence of personal names [12], to discriminate familiar from unfamiliar faces [10], as
well as for lie detection [5]. Similarly, the N400 component was used to infer what a person was thinking about, after
he/she was primed on a specif c set of words. The P600 component was used to make an inference about the person’s
sexual preferences, and an estimate of the anxiety level derived from the EEG signals was used to draw conclusions
about the person’s religious beliefs [7].

Privacy Concerns and Possible Legal Implications
In [11], Martinovic et al. introduced what they call a “brain spyware”, malicious software designed to detect private
information about a subject, using his BCI-measured EEG signals. They used a commercially available BCI device,
and developed an application which presents a subject with visual stimuli, then analyzes the measured EEG signal, in
particular the P300 ERP component, in order to detect the subject’s: (a) 4-digit PIN, (b) bank information, (c) month
of birth, (d) location of residence, and (e) if the subject recognized the presented set of faces. It is easy to imagine how
such private information could be used for unauthorized or malicious.

In recent years, several marketing companies (e.g., the Nielsen Company, who acquired NeuroFocus in 2008 [6])
have shown interest in the usage of BCI devices for marketing research. If BCI devices become widespread, we
might see private information extracted from individuals without their permission. Is it in the public interest that the
government or private organizations might collect and analyze measured brain signals to extract private information
about our likes, dislikes, beliefs, fears, and prejudices? It appears that there currently are no regulations preventing
this, outside of medical HIPPA privacy and security rules [4].

It is not hard to imagine “brain spyware” applications being developed to extract private information about our
memories, prejudices and beliefs, but also about possible neurophysiological disorders. Unrestricted access to these
information about our private thoughts makes the worst associations of “mind reading” not so far-fetched anymore.

It is also important to note that attempts to willful deception can themselves be detected from an individual’s neural
information [8]. In addition, non-invasive brain stimulators, emitting generally imperceptible DC electrical currents,
can be used to make the responses of users noticeably slower if they attempt to lie.

Possible Design Steps to Protect Users Privacy
These privacy concerns call for a coordinated response. Ideally, we can design devices, standards and regulations to
prevent or mitigate these problems. We believe the f rst step should be an open discussion between neuroscientists,
legal experts, ethicists, neural engineers, and others. This discussion should be aimed at answering the following
questions: (i) Who all should have an access to an individual’s neural information? (ii) Which components of the neural
information should those entities have an access to? (iii) How noisy, distorted or distilled should these components be
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made before making them available? (iv) Which purposes are the entities allowed to use the brain signals for? (v) Are
the entities allowed to present individuals with new stimuli, or extract new signal components or components thereof,
to make inferences about an individual?

Answering the presented questions will not be an easy task. For example, let’s consider the question of who
should have an access to an individual’s neural information. Current consumer-grade BCIs operate in a manner similar
to the smart phone industry. Companies typically offer low-cost devices, as well as software development kits, thus
supporting the development of new tools and games for their device [11]. Such an “open design” allows a faster growth
of the whole BCI eco-system. At the same time, it puts our privacy at risk, since anyone can develop BCI applications;
those that serves the people, as well as one those extracting our most private information. As with the smart phone
applications, based only on the description, it might be hard to distinguish good from malicious applications.

The question then arises should an access that BCI applications have to our neural information be restricted, similar
to the “app stores” paradigm in smart phone and table markets. If so, how should this restriction be enforced? Can
we expect that this will be done voluntarily by the industry, or should there exist an appropriate set of IEEE standards
and an accompanying legal structure? Moreover, an approach of restricting the access to our neural data might slow
down the expansion of BCI applications. At the same time, it might speed the adoption of BCI devices. Thus, another
issue arising from efforts to limit access to neural information is f nding the right balance between the speed of BCI
development, and BCI market expansion.
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