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1. Introduction 
Cyber-physical systems carry several unique challenges, stemming from their scope and scale.  Be-

cause they must “go where the work is,” they must depend on wireless communication at the edges.  
There are many devices, and they must move with the physical entities that they measure and control.  
Furthermore, the real world has physical limitations, and some of its entities will be independent actors 
with different, possibly competing needs; this is particularly true of the people who play a part in the 
system. 

The net result of these two observations is that several components in cyber-physical systems can-
not be perfectly controlled.  In a wireless network, one cannot prevent nodes from traveling to the edge 
of connectivity.  Environmental considerations—rain and terrain features—cause significant variations 
in wireless bandwidth.  Additionally, one cannot prevent mis-configured or malicious devices from 
polluting the wireless spectrum.  At the same time, the overlay argument [Katz96] suggests that a sin-
gle, wide-area, high-speed network is unlikely; rather, we will depend on a variety of smaller wireless 
provisioning points, making movement of devices, along with power management, first-class concerns. 

Likewise, the physical entities in our system will not be perfectly controllable.  Sensors and actua-
tors suffer inaccuracies due to physical-world limitations, and these physical components can fail.  Of-
ten, such failures will be partial, providing a failure semantics much more complicated than the famil-
iar fail-stop world of most hardware devices.  These devices may also be independent—particularly if 
the “devices” are the people using the system.  For example, an intelligent automotive system is still 
subject to the will of its human driver.  Cultural and legal restrictions will preserve this status quo for 
the foreseeable future.  These users will often have conflicting, competing needs and desires, obviating 
the possibility of centralized planning and control. 

In addition to the challenges of control, the scope and scale of cyber-physical systems gives rise to 
another significant challenge: respecting the privacy of the people who make use of them.  Even now, 
there are significant exposures of behavior we typically consider private.  For example, centralized 
measurement of a campus-wide wireless deployment makes tracking individuals possible at building 
and room granularity [Yoon06].  Furthermore, traditional notions of security, authentication, and au-
thorization are unlikely to provide much traction in the cyber-physical world. 

 
2. Adaptive, Proactive Systems 

Wireless systems must react to changes in available bandwidth, battery energy, and other unantici-
pated contextual cues [Flinn99, Noble97].  However, while they appear to be chaotic, there are often 
underlying regularities in their connectivity [Mickens06] and mobility [Yoon06].  These regularities 
can be exploited in a variety of ways, improving connectivity [Nicholson06], proactively scheduling 
opportunistic data exchanges, and provisioning geo-caching, replication and risk–reduction systems. 

It can also be beneficial to predict connectivity and contextual changes for application behavior.  
For example, consider a cooperative, intelligent traffic management systems, using inter-vehicle com-
munication.  Control depends on bandwidth, and higher speeds require tighter bounds on round trip 
control messages.  When connectivity conditions are expected to degrade, the vehicles can slow down 
in anticipation, preserving the safety of the transportation system. 

 



3. Self-Organizing Systems 
The scope and scale of these systems suggest that a single, planned deployment is simply impossi-

ble: devices are too numerous, mobile, and ephemeral for such an approach to have any hope whatso-
ever.  Further, it is unlikely that altruism can be counted upon for correct system behavior.  For exam-
ple, in a loose cooperative of self-interested parties, there is little natural incentive for one to provide 
resources for another’s benefit, and there is strong evidence that free-riding occurs in such systems 
[Adar00].  Finally, while reputation systems may help, they are complicated by the fact that nodes in 
these systems will likely be able to trivially create new identities for themselves [Douceur02]. 

Rather than try to plan centrally, hope that altruism prevails, or attempt to audit the behavior of each 
node, one can instead turn to incentive-centered design.  In this approach, one builds a system in which 
a rational node finds it beneficial to make decisions that also favor the system as a whole.  For exam-
ple, cooperative systems can be designed to discover or manufacture pair-wise exchanges, providing 
fairness without requiring strong identities or centralized control [Cox03].  Similar design techniques 
can provide leverage in building secure, reliable systems [Wash06]. 

In addition to self-organization along macroscopic behavior, one can apply techniques to individual 
nodes to improve the performance, reliability, and efficiency of computing systems.  For example, by 
allowing applications to expose their intent, one can significantly improve power consumption without 
harming performance [Anand05].  Likewise, one can use such declarations of intent to select network 
services best matched to application needs [Nicholson06]. 

 
4. Secure, Privacy-Respecting Systems 

The ubiquity of cyber-physical systems gives them the potential to expose the many details of our 
lives that we presently consider private.  Furthermore, their ability to control aspects of the physical 
world provides significantly more leverage to a malicious attacker.  We must build systems that respect 
the privacy of their participants without unduly compromising functionality, and re-think our notions 
of security, authentication, and authorization. 

For most people, privacy is not an absolute; rather it is a good that they are willing to trade for other 
goods and services [Acquisti05].  However, their willingness to expose their own behavior depends on 
the context in which they find themselves [Ackerman01].  Clearly, it is untenable to ask the user to tell 
us when his privacy preferences change; instead we must try to infer such changes by tracking context 
over time.  There have been some early successes in doing so [Smith05], but much work remains. 

Likewise, traditional notions of authentication and authorization do not translate well to the cyber-
physical world.  For example, the large number of devices and users means individual device/user au-
thentication is untenable.  However, one can exploit location, proximity, and context to be able to 
automatically manage security contexts [Corner05].  Similarly, the large number of devices necessarily 
belong to many different administrative domains of control, and establishing security contexts among 
them is likely to be impossible.  Instead, one can leverage everyday activities to help establish secure 
contexts between collections of correspondents [Nicholson06]. 
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